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1. #ANNITVNIIUAMTINYDI LAN Security Monitoring Device
2. n15AAAY Raspberry Pi @ iU LAN Security Monitoring Device
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Workshop Details:

This workshop prepares the LAN security monitoring device to visualize “malware-

behavior”. First, we will learn:
(1) how to configure Raspberry Pi for LAN security monitoring.
(2) how to capture network traffic.
(3) how to setup a honeypot

This workshop is led by LAN-security monitoring project https://www.lan-security.net/ of the

University of Tokyo and Prince of Songkla University.

2|Page


https://www.lan-security.net/

ASEAN

VO _

[ ]
PRINCE or
SONGKLA
UNIVERSITY

S9N

N159USBIUAURNTS  LAN  Security Monitoring Device 1lunisaseununsoulagld
. & 6 o v A A o v a ¢
Raspberry  Pi ilugunsaltielunisasadudeyaluszuuieiotne  LAN  diethdeyauinsies

WaRINgANTINTAWIS (Malware) N150UTHALTUIINWUZUN

1. 38n1563A1 Raspberry Pi dusunisnsiaasunuvasaieluszuuipionis
2. FBmsanfunisiu-dadeyaluiaiedig
3. n13AARY Honeypot
n1seusuUfURN sl udiunilaveslasanis LAN-security monitoring (This workshop is

leaded by LAN-security monitoring project https://www.lan-security.net/ of the University of

Tokyo, and Prince of Songkla University.)

Qualifications of participants:

It is recommended that trainees have basic knowledges in Linux commands, basic TCP/IP
network architecture, and python programming.

1%

E:JJJL ﬂaU'ﬁJmiﬁmmiﬁugm Linux commands, basic TCP/IP network architecture Lagn15i0gu

1UsuAsUAIEAIYT Python

Required Equipment:

® What the participants have to prepare (if any) *
O Please prepare a laptop with Linux/Window operating systems.
® What the speaker has to provide (if any) *
O Setup manual
= Laﬂa’]'ﬁm'iam&gﬂ LAN Security Device lag Honeypot

u ’q‘dﬂiiﬁ (Raspberry Pi 3 Model 3 + SD16GB + AC power adapter + Case)
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gunsaidwiolull waravueuliviuilufadslunfetauarannsoldnuldais Inglaidaldane
(1) Raspberry Pi 3 Model B
(2) SD Memory 16 GB
(3) AC power adapter (micro USB wuanseualnnuinnii 2A)

(4) Case dw3U Raspberry Pi 3 Model B
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1. sA.nsduty nuaind Weden1sAeuRIADs WANINYIAUEUAILATUNS Inenunia

2. Assoc.Prof.Dr.Hideya Ochiai Graduate School of Information Science and Technology,
The University of Tokyo, Japan
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1281 wdaussENe
08.45 - 09.00 u. Waviosameileu
09.00 - 09.10 u. nanUanuLazAeuiugitIa Uy
09.10 - 10.10 . - ManNN19Y1191UV8Y LAN Security Monitoring Device
AU U

- N135639A1 Raspberry Pi

dmsun1snsiedauaUUannnglussuumIatIe

10.45 - 11.45 w. NASUUITENIUDINITIN

11.45 - 12.00 u. nAULUR
- mif??ﬂﬁ’] Raspberry Pi

dmsun1snsIvaauANNUaBAN Bl USEUUAT BV 1L-ABU

12.00 - 13.00 u. WNFUUTEMIUDIMITNANNTU
13.00 - 14.30 u. AAURUR

- shage Honeypot
14.30 - 14.45 u. WNFUUTENIUDINTIN
14.45 - 16.00 u. AU U

- MIARFY Honeypot
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Fig 1.Visualized connection graph of a LAN. In this case, it is
easier to read the node’s IP addresses. However, sometimes it
become too complex to read them.
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Fig. 2: Monitoring node of LAN-security monitoring

project

9.9 Cowrie (SSH/Telnet Honeypot)

" Interactions with
the Honeypot [

Dionaea (Samba, etc. Honeypot)

Q Setup
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